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New Question 1:

SIMULATION

You have been tasked with setting up a wireless network in an office. The network will consist of 3 Access Points and a single switch. The network must meet the following parameters:

The SSIDs need to be configured as CorpNet with a key of S3cr3t!

The wireless signals should not interfere with each other The subnet the Access Points and switch are on should only support 30 devices maximum The Access Points should be configured to only support TKIP clients at a maximum speed INSTRUCTIONS

Click on the wireless devices and review their information and adjust the settings of the access points to meet the given requirements.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.





 

Correct Answer: See below.

On the first exhibit, the layout should be as follows

Access Point Name AP1 IP Address 192.168.1.3 Gateway 192.168.1.2

SSID corpnet

SSID Broadcast yes

Mode G

Channel 1

Speed Auto

Duplex Auto

WPA

Passphrase S3cr3t!

Exhibit 2 is as follows

Access Point Name AP2

IP Address 192.168.1.4

Gateway 192.168.1.2

SSID corpnet

SSID Broadcast yes

Mode G

Channel 6

Speed Auto

Duplex Auto

WPA

Passphrase S3cr3t!

Exhibit 3 as follows

Access Point Name AP3

IP Address 192.168.1.5

Gateway 192.168.1.2

SSID corpnet

SSID Broadcast yes

Mode G

Channel 11

Speed Auto

Duplex Auto

WPA

Passphrase S3cr3t!



New Question 2:

 

SIMULATION

You are tasked with verifying the following requirements are met in order to ensure network security.

Requirements:

Datacenter

-Ensure the network is subnetted to allow all devices to communicate properly while minimizing address space usage

-Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic Building A

-Ensure the network is subnetted to allow all devices to communicate properly while minimizing address space usage

-Provide devices to support 5 additional different office users

-Add an additional mobile user

-Replace the Telnet server with a more secure solution Screened subnet

-Ensure the network is subnetted to allow all devices to communicate properly while minimizing address space usage

–

Provide a server to handle external 80/443 Traffic

–

Provide a server to handle port 20/21 traffic

INSTRUCTIONS

Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need to be filled.

Available objects are located in both the Servers and Devices tabs of the Drag and Drop menu.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.



 

Correct Answer: See below.

Top left subnet – 206.208.134.0/28 Top right subnet – 10.72.63.0/28 Bottom subnet – 192.168.11.0/28

Screened Subnet devices – Web server, FTP server Building A devices – SSH server top left, workstations on all 5 on the right, laptop on the bottom left

DataCenter devices – DNS server.



New Question 3:

 

A network administrator has discovered a low-end managed switch connoted to the company LAN. While reading about the device\’s specifications on the manufacturer\’s website, the administrator discovers the switch does not support a command line interface for administration. Which of the following remote access methods should the administrator use to log in to the switch?

A. install a VNC plugin on the web Browser

B. Connect to the HTTPS management interface

C. Replace the managed switch with an unmanaged switch.

D. Establish an SSH session.

 

Correct Answer: A



New Question 4:

 

A company needs to be able to restore 100% of its data from any single day\’s backup. Which of the following backup types should the company use?

A. Full

B. Incremental

C. snapshot

D. Differential

 

Correct Answer: A



New Question 5:

 

A company\’s users have been reporting excessive latency when connecting to the Internet. The network administration team submitted a change request to upgrade all the obsolete network equipment from 100Mbps to 1Gbps and It was approved. Which of the following document types will be needed to measure the success or failure of the upgrade project?

A. Network performance baseline

B. Network configuration documents

C. Equipment Implementation Instructions

D. Inventory management documentation

 

Correct Answer: A



New Question 6:

 

A network team has reopened multiple outages caused by unauthorized access to the IDF. Which of the following would BEST prevent this issue from reoccurring?

A. Video surveillance

B. Badge readers

C. Motion sensors

D. Tamper switches

 

Correct Answer: C



New Question 7:

 

A new network Technician is responsible for bringing a building onto the corporate network. The technician is not aware of the proper settings for the new switches. Which of the following should the technician reference to find these settings?

A. iDF/MDF documentation

B. Change management plan

C. Configuration baseline

D. Standard operating procedures

 

Correct Answer: A



New Question 8:

 

A technician needs to back up network devices to a central location to prepare for a natural disaster. Which of the following should the technician use?

A. VPN

B. TFTP

C. RDP

D. VNC

 

Correct Answer: A



New Question 9:

 

A user has called the help desk with a problem reaching certain servers within the organization. The organization is using RFC 1819 for internal networks. The servers having trouble are configured with the following IP addresses: 192. 130.

135. 5 and 192. 130. 135. 6.

The user cannot connect to the correct servers. Which of the following explains why this is happening to the user?

A. The network has been configured with an inappropriate scheme

B. The serves are periodical/ going offline and rejecting the connection.

C. The default route in the user\’s computer points to the wrong upstream device.

D. The IPS system is flagging the traffic as suspicious and terminates the connection.

 

Correct Answer: A



New Question 10:

 

A network administrator plans to install network connectivity at a new remote office location. The administrator is concerned about how to troubleshoot network connectivity issues and reconfigure the remote router. The technician should use:

A. an SD card with a backup configuration

B. a TFTP server on the main network for backup configurations

C. a modem using POTS.

D. a second Ethernet interface for remote access.

 

Correct Answer: C

 



New Question 11:

 

A new employee is unable to access any network resources. All other users are able to access the network at 100Mbps No IP address, subnet mask or default gateway is displayed on the new employee\’s workstation The network administrator determines all connectors using the correct standard Upon further investigation the network administrator also notices the following.

Wire map results from the user patch cable to the patch cable connecting to the switch:

1.

Pins 5 and 7 are short

2.

The distance is 200ft (61m) Additional observations on the switch

1.

The VLAN is set correctly

2.

The port is not disabled

3.

The duplex”; speed settings are correct

4.

Port LEOs are off for that port.

5.

The port is set to untagged.

Which of the following is the MOST likely reason the new employee is having network issues?

A. Bad switchport

B. Incorrect pinout

C. Open/short

D. VLAN mismatch

E. Distance limitation

 

Correct Answer: A



New Question 12:

 

A technician recently installed a new wireless access point for a SOHO with the latest wireless technologies After the installation users with older laptops report their laptops no longer show the wireless network SSID, whereas users with newer equipment do not have this issue. Which of the following is MOST likely the cause?

A. The passphrase was changed

B. The wireless cards do not support 802 11ac.

C. The security type has been upgraded to WPA2

D. The administrator is not broadcasting the SSID

 

Correct Answer: A



New Question 13:

 

A network administrator is looking for an out-of-band method for accessing the console ports of a company\’s network devices when working remotely. Which of the following can be deployed as a solution?

A. A hub

B. Abridge

C. A modem

D. A WAP

 

Correct Answer: A



New Question 14:

 

A network administrator is configuring a link-state routing protocol for traffic. Which of the following routing protocols should be implemented?

A. BGP

B. EIGRP

C. OSPF

D. RIPv2

 

Correct Answer: B

 



New Question 15:

 

A company has a DNS record for the following address: products companyXYZ. com. The company would like to add another record, sales. company XYZ. com, which continually points to the same IP address as products company XYZ.

com.

Which of the following DNS record would BEST accomplish this?

A. MX

B. CNAME

C. SRV

D. A

E. AAAA

F. PTR

 

Correct Answer: A

…
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