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QUESTION 1

A penetration tester is working to enumerate the PLC devices on the 10.88.88.76/24 network. Which of the following
commands should the tester use to achieve the objective in a way that minimizes the risk of affecting the PLCs? 

A. nmap --script=s7-info -p 102 10.88.88.76/24 -T3 

B. nmap --script=wsdd-discover -p 3702 -sUlO.88.88.76/24 

C. nmap --script=iax2-version -p 4569 -sU -V 10.88.88.76/24 -T2 

D. nmap --script=xll-access -p 6000-6009 10.88.88.76/24 

Correct Answer: A 

The nmap command with the --script=s7-info is specifically designed to interact with Siemens S7 PLCs, which are
common industrial control systems. The -p 102 specifies the port associated with Siemens S7 communications. The -T3
timing option is chosen to minimize the risk of impacting the PLCs by not being overly aggressive in the scan timing,
which is important in operational technology environments where PLCs can be sensitive to high network traffic. The
other options listed do not specifically target PLC devices or use appropriate timing to minimize risk. 

 

QUESTION 2

During an internal penetration test against a company, a penetration tester was able to navigate to another part of the
network and locate a folder containing customer information such as addresses, phone numbers, and credit card
numbers. To be PCI compliant, which of the following should the company have implemented to BEST protect this
data? 

A. Vulnerability scanning 

B. Network segmentation 

C. System hardening 

D. Intrusion detection 

Correct Answer: B 

 

Network segmentation is the practice of dividing a network into smaller subnetworks or segments based on different
criteria, such as function, security level, or access control. Network segmentation can enhance the security of a network
by isolating sensitive or critical systems from less secure or untrusted systems, reducing the attack surface, limiting the
spread of malware or intrusions, and enforcing granular policies and rules for each segment. To be PCI compliant,
which is a set of standards for protecting payment card data, the company should have implemented network
segmentation to separate the servers that perform financial transactions from other parts of the network that may be
less secure or more exposed to threats. The other options are not specific requirements for PCI compliance, although
they may be good security practices in general. 

 

QUESTION 3
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A penetration tester breaks into a company\\'s office building and discovers the company does not have a shredding
service. Which of the following attacks should the penetration tester try next? 

A. Dumpster diving 

B. Phishing 

C. Shoulder surfing 

D. Tailgating 

Correct Answer: A 

The penetration tester should try dumpster diving next, which is an attack that involves searching through trash bins or
dumpsters for discarded documents or items that may contain sensitive or useful information. Dumpster diving can
reveal information such as passwords, account numbers, credit card numbers, invoices, receipts, memos, contracts, or
employee records. The penetration tester can use this information to gain access to systems or networks, impersonate
users or employees, or perform social engineering attacks. The other options are not likely attacks that the penetration
tester should try next based on the discovery that the company does not have a shredding service. Phishing is an attack
that involves sending fraudulent emails that appear to be from legitimate sources to trick users into revealing their
credentials or clicking on malicious links or attachments. Shoulder surfing is an attack that involves observing or spying
on users while they enter their credentials or perform other tasks on their devices. Tailgating is an attack that involves
following authorized personnel into a restricted area without proper authorization or identification. 

 

QUESTION 4

A penetration tester requested, without express authorization, that a CVE number be assigned for a new vulnerability
found on an internal client application. Which of the following did the penetration tester most likely breach? 

A. ROE 

B. SLA 

C. NDA 

D. SOW 

Correct Answer: A 

ROE stands for Rules of Engagement, which are the guidelines and limitations that define the scope, objectives, and
methods of a penetration testing engagement. ROE should be agreed upon by both the client and the tester before the
testing begins, and they should include the authorization to perform certain actions, such as requesting CVE numbers,
disclosing vulnerabilities, or exploiting systems. By requesting a CVE number without express authorization, the
penetration tester most likely breached the ROE and violated the client\\'s trust and expectations. 

 

QUESTION 5

Which of the following tools would be best to use to conceal data in various kinds of image files? 

A. Kismet 

B. Snow 
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C. Responder 

D. Metasploit 

Correct Answer: B 

Snow is a tool designed for steganography, which is the practice of concealing messages or information within other
non-secret text or data. In this context, Snow is specifically used to hide data within whitespace of text files, which can
include the whitespace areas of images saved in formats that support text descriptions or metadata, such as certain
PNG or JPEG files. While the other tools listed (Kismet, Responder, Metasploit) are powerful in their respective areas
(network sniffing, LLMNR/NBT-NS poisoning, and exploitation framework), they do not offer functionality related to data
concealment in image files or steganography. 

 

QUESTION 6

Which of the following tools would be MOST useful in collecting vendor and other security- relevant information for IoT
devices to support passive reconnaissance? 

A. Shodan 

B. Nmap 

C. WebScarab-NG 

D. Nessus 

Correct Answer: B 

 

QUESTION 7

DRAG DROP

You are a penetration tester reviewing a client\\'s website through a web browser.

INSTRUCTIONS

Review all components of the website through the browser to determine if vulnerabilities are present.

Remediate ONLY the highest vulnerability from either the certificate, source, or cookies.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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Select and Place:
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Correct Answer:

PT0-002 VCE Dumps | PT0-002 Practice Test | PT0-002 Study Guide                              7 / 12

https://www.leads4pass.com/pt0-002.html
https://www.leads4pass.com/pt0-002.html
https://www.leads4pass.com/pt0-002.html


https://www.leads4pass.com/pt0-002.html
2025 Latest leads4pass PT0-002 PDF and VCE dumps Download

 

QUESTION 8

A penetration tester is conducting a penetration test and discovers a vulnerability on a web server that is owned by the
client. Exploiting the vulnerability allows the tester to open a reverse shell. Enumerating the server for privilege
escalation, the tester discovers the following: 
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Which of the following should the penetration tester do NEXT? 

A. Close the reverse shell the tester is using. 

B. Note this finding for inclusion in the final report. 

C. Investigate the high numbered port connections. 

D. Contact the client immediately. 

Correct Answer: C 

The image shows the output of the netstat -antu command, which displays active internet connections for the TCP and
UDP protocols. The output shows that there are four established TCP connections and two listening UDP connections
on the host. The established TCP connections have high numbered ports as their local addresses, such as 49152,
49153, 49154, and 49155. These ports are in the range of ephemeral ports, which are dynamically assigned by the
operating system for temporary use by applications or processes. The foreign addresses of these connections are also
high numbered ports, such as 4433, 4434, 4435, and 4436. These ports are not well-known or registered ports for any
common service or protocol. The combination of high numbered ports for both local and foreign addresses suggests
that these connections are suspicious and may indicate a backdoor or a covert channel on the host. Therefore, the
penetration tester should investigate these connections next to determine their nature and purpose. The other options
are not appropriate actions for the penetration tester at this stage. 

 

QUESTION 9

During a client engagement, a penetration tester runs the following Nmap command and obtains the following output: 

nmap -sV -- script ssl-enum-ciphers -p 443 remotehost 

| TLS_ECDHE_ECDSA_WITH_RC4_128_SHA 

| TLS_ECDHE_RSA_WITH_RC4_128_SHA 

TLS_RSA_WITH_RC4_128_SHA (rsa 2048) 

TLS_RSA_WITH_RC4_128_MD5 (rsa 2048) 

Which of the following should the penetration tester include in the report? 
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A. Old, insecure ciphers are in use. 

B. The 3DES algorithm should be deprecated. 

C. 2,048-bit symmetric keys are incompatible with MD5. 

D. This server should be upgraded to TLS 1.2. 

Correct Answer: A 

The output of the Nmap command shows that the remote host supports RC4 ciphers, which are considered weak and
vulnerable to several attacks, such as the BEAST and the RC4 NOMORE attacks. RC4 ciphers should not be used in
modern TLS implementations, and they are not supported by TLS 1.3. Therefore, the penetration tester should include
this finding in the report and recommend disabling RC4 ciphers on the server. 

 

QUESTION 10

A penetration tester is cleaning up and covering tracks at the conclusion of a penetration test. Which of the following
should the tester be sure to remove from the system? (Choose two.) 

A. Spawned shells 

B. Created user accounts 

C. Server logs 

D. Administrator accounts 

E. Reboot system 

F. ARP cache 

Correct Answer: AB 

Removing shells: Remove any shell programs installed when performing the pentest. 

Removing tester-created credentials: Be sure to remove any user accounts created during the pentest. This includes
backdoor accounts. Removing tools: Remove any software tools that were installed on the customer\\'s systems that
were 

used to aid in the exploitation of systems. 

 

QUESTION 11

A penetration tester has obtained root access to a Linux-based file server and would like to maintain persistence after
reboot. Which of the following techniques would BEST support this objective? 

A. Create a one-shot system service to establish a reverse shell. 

B. Obtain /etc/shadow and brute force the root password. 

C. Run the nc -e /bin/sh command. 
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D. Move laterally to create a user account on LDAP 

Correct Answer: A 

https://hosakacorp.net/p/systemd-user.html 

Creating a one-shot system service to establish a reverse shell is a technique that would best support maintaining
persistence after reboot on a Linux-based file server. A system service is a program that runs in the background and
performs various tasks without user interaction. A one-shot system service is a type of service that runs only once and
then exits. A reverse shell is a type of shell that connects back to an attacker-controlled machine and allows remote
command execution. By creating a one-shot system service that runs a reverse shell script at boot time, the penetration
tester can ensure persistent access to the file server even after reboot. 

 

QUESTION 12

An Nmap scan of a network switch reveals the following: 

Which of the following technical controls will most likely be the FIRST recommendation for this device? 

A. Encrypted passwords 

B. System-hardening techniques 

C. Multifactor authentication 

D. Network segmentation 

Correct Answer: B 

 

QUESTION 13

Which of the following is the activity that is typically required the MOST during the post-engagement cleanup phase? 

A. Removing shells 

B. Launching new attacks 

C. Documenting vulnerabilities 

D. Requesting payment 

Correct Answer: A 
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QUESTION 14

A penetration tester conducted a vulnerability scan against a client\\'s critical servers and found the following: 

Which of the following would be a recommendation for remediation? 

A. Deploy a user training program 

B. Implement a patch management plan 

C. Utilize the secure software development life cycle 

D. Configure access controls on each of the servers 

Correct Answer: B 

 

QUESTION 15

The output from a penetration testing tool shows 100 hosts contained findings due to improper patch management.
Which of the following did the penetration tester perform? 

A. A vulnerability scan 

B. A WHOIS lookup 

C. A packet capture 

D. An Nmap scan 

Correct Answer: A 

A vulnerability scan is a type of penetration testing tool that is used to scan a network for vulnerabilities. A vulnerability
scan can detect misconfigurations, missing patches, and other security issues that could be exploited by attackers. In
this case, the output shows that 100 hosts had findings due to improper patch management, which means that the
tester performed a vulnerability scan. 
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